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This White Paper describes the CertifiedMail.com approach to implementing secure e‑mail with PKI.  It also provides the benefits and drawbacks of PKI technology as it relates to S/MIME secure e-mail implementations.

Overview
CertifiedMail provides secure, trackable messaging between any Internet users with an e-mail client and a web browser.  E-mail senders create messages from a secure website running the CertifiedMail software, or by clicking a “Send Certified” button from the toolbar of their e-mail client.  Once a message has been received by the CertifiedMail website, it sends a “message waiting” e-mail to the recipient.  This e-mail contains an embedded SSL web link that brings the recipient back to the CertifiedMail website to pickup the message(s).  PKI technology is used in this process to create the SSL session between the web server and the web browser. 

CertifiedMail Service Options
CertifiedMail service is available as a licensed software package: a CertifiedMail Appliance™ for installation in small and mid-sized firms, and a CertifiedMail Server™ for corporations and enterprise application for person to person use, or high volume automated transactions.  The CertifiedMail system is also provided as an ASP website (http://CertifiedMail.com) for the small businesses, professionals, SOHO market and individual users.  Every CertifiedMail Appliance and CertifiedMail Server must have a licensed SSL certificate installed in order to achieve secure communications. Since the CertifiedMail system may communicate with a wide range of browsers and Internet devices, the use of a server security certificate from a widely supported vendor such as Verisign is recommended. 

PKI Problems

Secure e-mail using PKI was defined in October 1995 by the Internet Mail Consortium in RFC1847 (http://www.imc.org/rfcs.html#security), and labeled as S/MIME.  To date, S/MIME has been integrated into most popular desktop e-mail clients, but has not achieved significant market acceptance.  CertifiedMail was designed to provide financial-grade secure e-mail using PKI and SSL, and avoid the problems associated with S/MIME.  Some of the reasons for the lack of acceptance of S/MIME include: 


· Senders and recipients must obtain and install their own personal digital certificates.  Then they must exchange their public key and add it to their key rings.  For organizations, this requires significant ongoing IT resources each time senders communicate secure messages to new recipients, and new senders enter the organization.

· Lack of certificate interoperability between vendors, requiring ongoing IT attention.

· Very low penetration of personal digital certificates among Internet users, increasing IT overhead to supply certificates to all users that the organization communicates with.

· Very low awareness of PKI technology among Internet users, requiring IT overhead to train in-house and external users in proper PKI usage.

· Senders and recipients must have an e-mail system that supports S/MIME.  Over 100 million Internet users have e-mail systems that are not S/MIME compatible, including those with accounts on AOL, Hotmail, Yahoo Mail, WebTV and wireless devices.  This prevents the sender from securely communicating with these recipients.

· Recipients with non-compatible systems must be asked to change their environment, or they cannot receive secure S/MIME e-mail.  

· S/MIME must be configured for the sender and recipient before a secure e-mail can be sent.  Until this time, or in the case where recipients do not have an S/MIME-compatible system, the sender has the following options:  1) do not e-mail the message;  2) e-mail the message in the standard non-secure way;  3) send the message by fax or courier service.  In many cases when a customer needs a document quickly, sensitive information is e‑mailed without security protection, placing the organization at risk.

· In most S/MIME implementations, users must be at the PC where their certificate resides. Otherwise they cannot send or receive S/MIME e-mail.  Examples of incompatible locations include Internet kiosks in airports, using a wireless device, or using another company's facility. 

· Implementing large scale, secure, automated systems for mass e-mailing of stock trade confirmations or monthly statements using S/MIME is logistically impossible. 

· S/MIME and PKI do not address tracking and confirmation that e-mail was opened. This is a basic part of overnight courier delivery, and is expected for business-grade communication.

· Non-repudiation is purported to be a significant benefit of PKI.  This means that the sender cannot refute that they sent the message, and the recipient cannot refute that they received the message.  However, there is no proof that sender sent message or recipient received message, only that their certificate was on the PC or smart card.  Many S/MIME systems apply PKI without prompting the sender, allowing any user to masquerade as that sender. The addition of a PIN prompt before applying a certificate is not considered secure, since there is no password aging, password history, password syntax, etc.  Biometrics can effectively be used to unlock a certificate, but until the physical infrastructure is in place and widely used, it will remain a niche market.

(Besides, how easy it is to get a digital certificate from several ‘secure’ sites. Set up yourself with a Hotmail email address using any fictitious name and address, and one of these sites will issue you a digital certificate!).

The CertifiedMail system was developed with knowledge of these issues.  Key design points of the system include:

· Financial-grade security for messages.

· No IT administrative burden even for large numbers of senders and recipients.

· No coordination needed between the sender and recipients.

· No special software required of the sender or recipient.  Secure messages can be sent between users with any standard Internet e-mail system and web browser.

· Integration into the MS-Outlook and Lotus Notes e-mail clients, providing One-Click Secure E-mail™ without user training.

· Ability to retract a message (‘oops’ button) after it has been sent, but before it has been read.

· Message tracking shows the IP address, and date and time that the message was actually opened

· User authentication by name and password to an SSL-protected website (used for most financial transactions such as stock trading and online banking)

· Message level password protection for added security.  This password may be pre-determined between sender and recipient, or it is associated with a hint.

· For dual authentication and non-repudiation, optional methods supported include SecureID, digital certificates, biometrics and smartcards.

CertifiedMail meets the requirements of the recently implemented E‑Sign Act. With E-Sign, a digital certificate is used to electronically sign a document. CertifiedMail provides an end-to-end system resulting in a “One-Click Sign, One-Click Send™” environment, ideal for wide scale acceptance of this digital technology.
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