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Overview

This White Paper describes the issues that the legal profession face when using e-mail communication to their clients. Also covered is the approach that 
CertifiedMail uses to address these issues in a practical manner.

Why Secure E-mail?

The legal profession makes extensive use of postal mail and premium services such as express delivery. A profession so tightly tied to paper-based mail is an obvious candidate for e-mail. But legal correspondence needs to be confidential, unchanged while in transit and auditable. Services such as confidentiality, proof of delivery, proof of receipt and integrity have been much easier to achieve with
traditional mail than via e-mail. These services are especially important when sending sensitive information including merger agreements, copyrights, patents and initial public offerings.

Why should a law firm move to secure electronic communication? Motivating factors include speed of delivery, integration with existing computer software (for instance, files created on the computer can be sent from the computer), support for the modification of draft documents between the attorney and the client, and competitive pressure from technologically advanced firms.¹

Factors Limiting Secure E-mail Adoption

As with most emerging technologies, implementing secure e-mail has meant overcoming technical and educational hurdles. Until recently, secure e-mail required the use of S/MIME or PGP, which is based on PKI and digital
certificates. This technology requires the IT department to implement and maintain a PKI infrastructure, and requires lawyers and their clients to have compatible e-mail software and S/MIME technical t raining. Before an S/MIME secure e-mail message can be sent, the IT department must contact each e-mail

recipient and change their e-mail client s or plat forms as required, and then issue a digital certificate to the user . These limitations have greatly reduced its market acceptance.

1 Excerpts from a Burton Group paper dated 9/22/98
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S/MIME and digital certificated-based secure e-mail systems were designed for technically savy users. In addition, they are based on technology that is not transparent or widely deployed. Less than 1% of e-mail users already have digit al certificates, and over 100 million e-mail addresses are not S/MIME
compatible.²

Open Standards Approach to the Problem

IT is moving away from closed, sparsely adopted technologies, and is successfully embracing technologies based on widely implemented open standards. Financial institutions have leveraged open standards to build the highly successful, multibillion dollar online stock trading industry. Key benefits to this industry’s success are speed, security and ease of use, which were achieved by implementing widely adopted standards such as SSL for secure web access, and XML for data interchange. The result is a secure system that is easy to use.

These attributes are especially important to the legal community, since technology that is difficult to use has no chance of being accepted or used by lawyers or their clients. Secure email that is based on open standards also achieves many of the same benefits. By leveraging open standards, 
CertifiedMail provides secure e-mail that is available to lawyer s and their clients, providing access from within the law firm, from at home, when traveling and even

from a wireless Internet device.  Through enhancement s to the widely deployed Microsoft Out look and Lotus Notes e-mail clients, and through secure web access to create, track and receive e-mail messages, CertifiedMail has created a universally available, secure e-mail system. And benefiting from open standards, the system requires no IT overhead, no t raining of senders or recipients, no

special software, and is readily deployed and used.  By implementing a secure e-mail based on widely accepted open standards, a law firm can satisfy the confidentiality needs of its clients, and the ease of use requirements of its users,

all through a system that does not strain the resources of the IT staff.

2 AOL and web-mail e-mail addresses such as Hotmail and Yahoo Mail do not support

S/MIME. Users of these platforms must be migrated to another compliant platform.

[image: image1]